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Introduction

Purpose

The purpose of this document is to provide self-serve guidance to Monash University
Australia (MUA) staff on vendor tiering and the minimum cybersecurity requirements
applicable for each tier during an evaluation of an IT procurement. This will ensure that all
vendors and suppliers meet the necessary cyber security requirements to protect our data
and services.

In Scope

This standard applies to all Monash University Australia staff and associates, and is
applicable when selecting new suppliers and vendors accessing the University’s Information
Technology (IT) environments.
In scope of this document:
e Procurement of any new information assets, both internally and externally stored or
handled.
e Procurement of virtual or physical systems supporting or storing Monash data.

Out of Scope
Out of scope of this standard:
e Detailed security requirements.
e System level Technical, Administrative and Operational Controls related to services
or products under procurement.
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Vendor Tiering Model

Monash University classifies vendors/suppliers into three (3) tiers based on the:
e Criticality and sensitivity of the data/ information they may have access to
e Availability requirements of the services or products provided to the University
e The data / information could be hosted by the University or the vendor(s)/supplier(s)

Table 1: Third Party Risk Tiering Model, provides the details of the criteria to allocate an

appropriate tier to each new vendor or supplier.
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Table 1. Third Party Risk Tiering Classification Criteria

Vendor/ Suppliers Classification Criteria Risk Factor
Tier Classification (refer to Figure 1)
Tier 1: High Risk Vendors with access to o Network Access
Vendors/ Suppliers e Monash University’s network (e.g., API, OR
VPN, Direct/ Remote access, etc) e (C4* data (Very
AND/OR Sensitive)
e Access to data/information classified as OR
C3 and/or C4' e (C3*data
(Sensitive)
Tier 2 Vendors with no access to
e Monash University network e Access to C2 data
Medium Risk AND (Restricted) only
Vendors/ Suppliers e Data/information classified as C3 OR
and/or C4 e Significant impact
but, have access to to operations if
e Data/information classified as C2 vendor has a
AND/OR service failure

e where failure of the vendor service will
significantly impact business

operations.
Tier 3 Vendors with no access to
e Monash University network e Access to C1 data
Low Risk Vendors/ | AND (Public) only
Suppliers e Datal/information classified as C2, C3 AND
and/or C4 e No significant
AND impact to
e where failure of the vendor service will operations if
not significantly impact business vendor has a
operations service failure
AND
e Where vendors will only have access to
C1 data.

' For details on Information Classification and Labelling such as C1, C2, C3 and C4 see Electronic
Information Security Classification Procedure


https://publicpolicydms.monash.edu/Monash/documents/1909276
https://publicpolicydms.monash.edu/Monash/documents/1909276
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| want to procure
software/application/
system

C3/C4 - Sen e/Very Sen

C4 - Very Sensitive (examples)

Institutional

*  Payment Card Information.

Tax File Mumbers,

Any personally identifiable information combined with

health, biometric data or sensitive information.

Information that could be associated with anindividual's radal

or ethnic orgin, religious beliefs, sexual orientation, etc

*  Police Verification Check Data

Research

*  |dentifiable data containing multiple direct identifiers e.g.
Mame, MRN, DOB and contact details,

* |nformation classified by Human and Animal Ethics Committees.

*  Any information on children or y oung persons.

—Yes

C3 - Sensitive (examples)

Institutional

*  Financial Information excluding very sensitive information
. Student information e.g. exam resufts and material,

*  Siaff information e.g. details of employm ent.

. Student Evaluation of Teaching and Units data.
.
.
.

Personal information e.g. name, email, phone number, address.
Infrastructure and Metwork Diagrams
Login details, eg, credentials, secret keys, AP keys

Research

*  Re-identifiable data where direct identifiers have beenremoved
but other indired idertifiers may be present e.g. Postcode +
rare |CD-10 code still present.

. Research datasets where data is not combined with personal
identifiable information.

. Communi cations with research partners,

C2 — Restricted

€2 - Restricted (examples)

Institutional

*  Course materials and content.

*  Educational resources,

*  Trining material.

*  Building plans and associated inform ation.

s Internal processes and procedures,

Research

*  Deidentified data that is aggregate data with no identifying
information included e.g. Counts of patient admissions to [CU
ward per month,
Drafts of research publications that do not contain identifiers
Data from instruments and imaging systems [excluding those
linked to an MRN or patient 10} that do not contain |dentifiers

. Data from sensors, cameras, recorders ete, that do not contain
identifiers (e.g. faces) any any sensitive or very sensitive data

Significant Impact

Significant management effort is required to deal with

Impact

Research: Unable to attrad multiple related res 2arch funding.
Moderate reduction in research output with notable reductionin
*  rankings.

Service Delivery: The University is unable to deliver faculty /
business function non-critical services, Significant disruptionto
delivery of faculty / business function critical services

Student Experience: Appreciable impact on student experience /
satisfaction for small portion of student cohort. Minaor impact on
University QILT indicators,

—Yes

Figure 1: Third-Party Risk Tiering Model
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Minimum Cybersecurity Requirements

Vendor/ Suppliers
Risk Tiers

Minimum Cyber Security Key Controls

Tier 1: High Risk

Vendors and suppliers must:

AND

AND

AND

Have the ability to support Monash Single-Sign On (SSO).

Hold industry certification equivalent to ISO27001, SOC2 Type
Il, and are able to provide evidence when requested.

Agree to adhere to Monash University specific cybersecurity
clauses within contracts.

Demonstrate evidence of Cyber Insurance with appropriate level
of third party coverage, including service(s) provided to Monash
University.

Other recommended documents:

Higher Education Community Vendor Assessment Toolkit
(HECVAT) Lite or Full

Other independent assessment/certification based on a common
security framework.

Tier 2: Medium Risk

Vendors and suppliers must:

AND

AND

Have the ability to support Monash Single-Sign On (SSO)

Hold industry certification equivalent to 1ISO27001,SOC 2 Type 1,
and are able to provide evidence when requested.

Agree to adhere to Monash University specific cybersecurity
clauses within contracts.

Tier 3: Low Risk

Service Owner led risk management. All requirements for Tier 2
are strongly recommended.

Table 2: Minimum Cyber Security Controls for Third Party Risk Tiers
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Next Steps

A cyber security vendor review process will need to be undertaken on the shortlisted vendor.
The business owner must:

e Log an Information Security Risk Assessment (ISRA) and refer to the ISRA webpage
for further guidance if required.

e The ISRA will be reviewed by the Cyber Risk and Resilience Team to understand the
context and identify and prioritise risks so that the business can make an informed
decision to determine if the risk is acceptable to Monash University. This may require
the vendor /third-party and / or the business to implement additional controls and / or
a remediation plan.

If you require further information about this, please contact Cyber Risk and Resilience team
via cyberteam-risk-l@monash.edu.


https://www.intranet.monash/esolutions/about-us/cyber-risk-resilience/isra
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