
Strategies
Develop and evaluate 7 machine
learning models.

Analyse app reviews.

Survey and interview mobile app
developers.

Goal
Investigate violations of 'honesty' in
apps and strategies to fix them. 

'Honesty' is an essential
component of trust but frequently
violated, causing major reputational
risks for businesses.

Background
Values like honesty, responsibility,
fairness and privacy are important in
society. However, software systems
can ignore or even violate them,
leading to negative consequences.

Causes and solutions 
to violations
We identified 7 key causes behind
honesty violations in apps and 
8 strategies to avoid or fix them.
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ML models for 
violation detection
We developed machine learning
models to automatically detect honesty
violations from app reviews by users,
enriching feedback for developers.
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Categories of 
honesty violation
We identified 10 categories of honesty
violation in apps including false
advertising, unfair refund and
cancellation policies, deletion of
reviews, impersonation and more.




 
 


Honesty violation categories in mobile apps

Unfair cancellation and
refund policies
False advertisements
Delusive subscriptions
Cheating systems
Inaccurate information

Unfair fees
No service
Deletion of reviews
Impersonation
Fraudulent-looking apps

Reasons behind honesty violations included maximising
revenue, beating competition and poor engineering practices
such as designing and testing.

Automatic detection helps businesses better retain customers,
minimise reputational risks, identify violations, improve developer
satisfaction and produce find trustworthy apps for users.

Proposed strategies to address violations include strengthening
the design, development and testing of apps, embedding moral
standards into practices and being transparent with users. 
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