
WAR ON RESEARCH: DATA PROTECTION AND 
PRIVACY COMPLIANCE 

BACKGROUND: 

Data sharing and reporting are essential elements of research and the establishment of evidence-
based practices. However, the data is generally stored on clouds and servers which increases 
vulnerability to hacking. As a result, there is an increased risk of data breach. Furthermore, 
advancements in processing power and artificial intelligence have enabled the re-identification of 
individuals based on personal information. As such, local authorities have enforced stricter data 
privacy and protection regulations to protect their citizens. For instance, in May 2018, the 
European Union implemented the General Data Protection Regulation (GDPR). This regulation 
encourages transparency by prohibiting the processing of personal data and providing individuals 
with expanded rights. Nonetheless, these tight regulations have created a disruption in medical 
research with the potential of jeopardising the operations and methodology of research. 

AIMS:  

The primary aim was to investigate the consequences of data protection and privacy regulations 
for researchers. The secondary aim was to evaluate the application of de-identification techniques 
and subsequent reidentification risk to ensure regulatory compliance. 

METHODS: 
(1) Analysed the Australian Privacy Act, GDPR and Health Insurance Portability and 

Accountability Act (HIPAA) to understand regulatory requirements 
(2) Conducted electronic searches on databases such as OVID Embase and OVID 

MEDLINE to evaluate the various anonymisation techniques being applied presently 
by researchers globally 

(3) Searched law databases such as Westlaw and Thomson Reuters for case law, journal 
articles and commentaries regarding GDPR 

(4) Analysed current international de-identification techniques standards such as 
ISO20889 (International Organisations of Standards), Data61 (CSIRO) and 
Anonymisation Decision-Making Framework 

  



RESULTS: 
The analysis of current data privacy regulations identifies the GDPR as the “gold standard”. 
However, searches result in insufficient legal literature and precedent due to the recent nature of 
the legislation. Thus, the interpretation of the terms from the different Member States remains 
uncertain. As such, researchers are expected to anonymise data to ensure compliance with the 
regulation. Common anonymisation techniques include the applications of aggregation, local and 
record suppression, masking and pseudonymisation techniques. However, as data fields are 
removed to protect the individual, the utility of the data decreases. Thus, the process of 
anonymisation remains a challenge in research as it creates a trade-off between data utility and 
privacy. 

CONCLUSIONS:   
Researchers can comply with data protection regulations by anonymising data. Various de-
identification techniques can be applied to anonymise data and subsequently decrease 
reidentification risk. However, the trade-off between data utility and privacy will remain a threat 
in human research. 
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