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SNOWDEN REVELATIONS
ÅCloud adoption probably most important economic transformation that is ongoing

Å06/05/2013: Edward Snowden Revelations ïShock to Privacy

(1) US telecommunications firms handed over metadata to every international phone call 
to the NSA

Å The Foreign Intelligence Surveillance Act (FISA), 2001 USA Patriot Act

(2) ñPRISMò program: a surveillance program under NSA

ÅA codename of a mass electronic surveillance data mining program

ÅPartnerships with nine major tech companies (AOL, Apple, Facebook, Google, 
Microsoft, PalTalk, Skype, Yahoo!, Youtube

(3) NSA with British Government Communications Headquarters (GCHQ) had tapped into 
200 undersea optic fiber cables.



IMPACT OF SNOWDEN REVELATIONS
The Snowden revelations affect public trust in integrity and security of data held 
with US firms

Å In particular, foreign firms rely on US infrastructure and services

International legal blowbacks

ÅEuropean Court of Appeals struck down the privacy ñSafe harborò agreement 
between the US and the EU

ÅSeveral countries passed new data sovereignty laws

ÅBrazil: the Marco Civil was passed in law and the law includes the ability to 
require that data about Brazil be stored in Brazil

Å Russia: new data localization law, Federal Law No. 242-FZ

ÅGermany: data sovereignty + local ownership of the data center



ÅMicrosoft Corp. said Wednesday it would offer European customers the 

option of storing their cloud data in Germany, addressing concerns about 

the security of data centers in the U.S. following reports of surveillance by 

U.S. intelligence agents.

Å Microsoft had announced plans to offer cloud services from U.K.-based 

data centers a day earlier.

Å The announcement came weeks after the European Court of Justice struck 

down and agreement between the U.S. and European Union that had 

allowed the transfer of Europeansô personal data to the U.S. 

ÅMicrosoft believes that with the planned data centers in Germany, U.S. 

authoritiesô access to the data can be prevented.



CLOUD AND DATACENTER BASICS
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An ongoing controversy about the impact of the 
Snowden Revelation on the US cloud computing industry

1. Castro (2013) by ITIF: government surveillance has 
led to a reduction in the US GDP of $22 - $35bln over 
three years

2. Ferrara et al. (2015) by Forrester Research: PRISM 
has driven more use of encryption but no impact of 
migration.

Who is right?
Castro assumes an unfound 10% loss of market share by 
US companies
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TIME LINE

Two Big Events

ÅPRISM: June 2013

ÅPrice War: April 2014 (65%, price cut)


