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NSA Prism program tapsin touserdata  Nsa Jeaks: US and Britain team up on

NSA collecting phone records of :
e gP : of Apple, Google and others mass surveillance
millions of Verizon customers daily
Top-secret Prism program claims direct access to servers of firms including Latest revelations from Edward Snowden show that the state risks crossing ever
Google, Apple and Facebook more ethical and legal boundaries

Exclusive: Top secret court order requiring Verizon to hand over all call data

e 27 . . ) Companies deny any knowledge of program in operation since 2007
shows scale of domestic surveillance under Obama L

Obama orders US to draw up overseas target list for cyber-attacks
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PRISM/US-984XN
Overview

Read the Verizon court order in full here
Obama administration justifies surveillance |

The SIGAD Used Most in NSA Reporting
Overview
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TOITT 0 ORLON MONORS Twelve years ago, in an almost forgotten report, the European parliament

completed its investigations into a long-suspected western intelligence

o partnership dedicated to global signals interception on a vast scale.
A slide depicting the top-secret PRISM program

Evidence had been taken from spies and politicians, telecommunications experts
and journalists. In stark terms the report detailed a decades-old arrangement
which had seen the US and the UK at first - later joined by Canada, New Zealand
and Australia to make up the the so-called "Five Eyes" - collaborating to access
The National Security Agency is currently collecting the telephone records of obtained by the Guardian. satellites, transatlantic fibre-optic cables and radio signals on a vast scale.
millions of US customers of Verizon, one of America's largest telecoms providers,
under a top secret court order issued in April.

The National Security Agency has obtained direct access to the systems of Google
Facebook, Apple and other US internet giants, according to a top secret document

The NSA access is part of a previously undisclosed program called Prism, which
allows officials to collect material including search history, the content of emails,

The order, a copy of which has been obtained by the Guardian, requires Verizon file transfers and live chats, the document says.




SNOWDEN REVELATIONS

A Cloud adoption probably most important economic transformation that is ongoing
A 06/05/2013: Edward Snowden Revelations i Shock to Privacy

(1) US telecommunications firms handed over metadata to every international phone call
to the NSA

A The Foreign Intelligence Surveillance Act (FISA), 2001 USA Patriot Act

2)n PRI SMo0 p:a sugeillanee program under NSA
A A codename of a mass electronic surveillance data mining program

A Partnerships with nine major tech companies (AOL, Apple, Facebook, Google,
Microsoft, PalTalk, Skype, Yahoo!, Youtube

(3) NSA with British Government Communications Headquarters (GCHQ) had tapped into
200 undersea optic fiber cables.
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IMPACT OF SNOWDEN REVELATIONS

The Snowden revelations affect public trust in integrity and security of data held
with US firms

A In particular, foreign firms rely on US infrastructure and services
International legal blowbacks

AEuropean Court of Appeals struck down t h
between the US and the EU

A Several countries passed new data sovereignty laws

A Brazil: the Marco Civil was passed in law and the law includes the ability to
require that data about Brazil be stored in Brazil

A Russia: new data localization law, Federal Law No. 242-FZ

A Germany: data sovereignty + local ownership of the data center
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TECH

THE WALL STREET JOURNAL.

Microsoft Offers EU Customers Option to Store Data in Germany

Move addresses security concerns about U.S. data centers following surveillance reports
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By FRIEDRICH GEIGER
Updated Mowv. 11, 2015 12:43 p.

BERLIN— Microsoft Carp. sa

option of storing their cloud da

//XMicrosoft Corp. said Wednesday it would offer European customers the \
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option of storing their cloud data in Germany, addressing concerns about
the security of data centers in the U.S. following reports of surveillance by
U.S. intelligence agents.

Microsoft had announced plans to offer cloud services from U.K.-based
data centers a day eatrlier.

RELATED

The announcement came weeks after the European Court of Justice struck

* EU Court Says Data-Trans
With U.S. Violates Privacy
¢ EU,U.S Agree in Principle
Data-Transfer Pact (10/26/
¢ Belgian Privacy Watchdog
Facebook Court Ruling (11

* Germany Hardens Line on
Transfers (10/29/15)

Europeans by exposing the

government, accordingto t

down and agreement between the U.S. and European Union that had

all owed the transfer of Europeanso
A Microsoft believes that with the planned data centers in Germany, U.S.

authoritiesdO access to the dat a cyf b

p €

m to allegedly indiscriminate surveillance by the U.S. next year. It would allow data to be replicated within the U.K. for backup and recovery

he court. German data protection authorities, after the ruling. > "
2 P & with reduced network distance and lower latency.

said they wouldn’t allow any new data transfers to the U.S.

The ruling by the EU’s highest court has upended technology plans for many trans-

Write to Friedrich Geiger at friedrich.geiger@wsj.com

Atlantic companies. “It undermines all businesses,” said U.S. Commerce Secretary Penny MONASH
Pritzker during a recent visit to Germany. BUSINESS
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CLOUD AND DATACENTER BASICS

This Not this
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WHAT IS THE ECONOMIC IMHE

An ongoing controversy about the impact of the
Snowden Revelation on the US cloud computing industry

1. Castro (2013) by ITIF: government surveillance has
led to a reduction in the US GDP of $22 - $35bin over
three years

2. Ferrara et al. (2015) by Forrester Research: PRISM
has driven more use of encryption but no impact of
migration.

Who is right?
Castro assumes an unfound 10% loss of market share by
US companies
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TIME LINE

Two Big Events
A PRISM: June 2013
A Price War: April 2014 (65%, price cut)
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