
 
 

Tackling Cybercrime - Q&A 
 
Does Australia have enough leaders driving change to keep the ‘disrupters’ at bay? 

[Jon]: Clearly this is a problem. If your question refers to political leaders, we have MPs 

who do not know how to use email! And are luddites. Capacity constraints are a huge 

problem. 

 

Have you seen any changes in behaviour on the cybercrime front with more people 

working from home in the past 6 or so months? 

[Magness]: There are a number of well known COVID-related scams that have been 

promulgated recently.  They have had varying success.  The main issue with the working 

from home environment is that organisations have had to shortcut and make urgent 

workarounds to their workforce to allow them to work from home.  Where this has 

happened, the due diligence checks that normally occur are often rushed or fail to be 

undertaken and vulnerabilities can be introduced.  There is also an issue for many 

organisations in providing large security updates to end users (often needing to physically 

send USB drives with large patches). 

[Yong]: I agree with Phillip, these scams have been on the rise. It is possible that this is 

at least partly in response to publicity around increased availability of public funds to 

support Australians in need. 

 

How do police develop a relationship with criminals to handle global net criminals (like 

narcotics)? How do they communicate? 

[Yong]: If by that you mean to ask how security agencies develop insights into criminal 

behaviours online, there are a number of agencies with roles specifically focussed on 

criminal activity such as the Australian Criminal Intelligence Commission and AUSTRAC. 

There have also been a number of books written on the topic of criminal activity on the 

internet, search bookstores for titles such as ‘dark web’ or similar. 

 

What is your opinion about money laundering using the dark web with e-currency like 

bitcoin? 

[Yong]: Irrespective of the manner or vector in which offences are committed, law 

enforcement, regulators and industry leaders continue to work together to identify 

criminal activities which harm Australians. 



 
 

What is your opinion on whistleblowers like Edward Snowden or Julian Assange? 

[Jon]: Another entire session on its own. Co-hosted between Political Science and Law… 

I’m here if you need me! 

 

I’m a junior solicitor with an interest in tackling cybercrime in Australia. What’s the 

best way to utilise my skills in this field? 

[Magness]: The area of technology law is evolving as a growth industry with the 

combined application of legal and technology skills being invaluable to many companies. 

I would initially focus on privacy related knowledge to gain a sense of the key role that 

privacy plays.   

[Yong]: While not cybercrime per se, I might add that there is a growing intersectionality 

involving cloud-based technologies, procurement and contract law. You might also 

consider applying for a role in government, such as with the AFP or state and territory 

police services. 

 

What are your thoughts on the Assistance and Access Act 2018 and the government's 

attitude towards end-to-end encryption? 

[Magness]: I think there is a fair amount of misconception regarding the TOLA Act in 

relation to encryption and the concept of systemic vulnerabilities and weaknesses.  I 

highly recommend reading the recent report from the Independent National Security 

Monitor about the existing protections as well as some of the key recommendations for 

change.  

 

What is being done to effectively educate the public on  cybercrime attack modes and 

what everyone as a  lay individual can use as a counter response 

[Jon]: Digital literacy is almost at emergency levels. Most people are self taught and 

highly vulnerable. People learn from becoming victims. I have a friend who nearly lost his 

house settlement money in a close call and he only noticed the fake emails at the last 

moment before transferring funds. It made us all sit up and notice. Most media only run 

sensationalised accounts which does not help.  

[Yong]: The Government invests in a range of agencies which assist with public 

education. Examples include AustCyber’s Digital Trust Report 2020 and general materials 

on cyber.gov.au. In addition, the UK’s National Cyber Security Centre produces excellent, 

readable blogs on cyber security matters. 

https://www.austcyber.com/file-download/download/public/934


 
 

How many / what percentage of Ransomware victims actually have their data 

‘unlocked’ - why would the perpetrators bother if they’re totally anonymous and paid? 

[Yong]: I have heard commentators say that this is between 50-55% of all small 

businesses although I haven’t seen this verified. You can find the ACSC’s latest annual 

threat report here. 

 

Is there a particular profile of someone who is more vulnerable to cybercrime? 

[Yong]: I’m not aware of any formal analysis in this regard. What I will suggest is that 

while user awareness and education can help, we are all human and at different times we 

may be vulnerable to different scams. It would be good if we could look out for one 

another, our friends and families, by discussing any unusual activity we may encounter on 

the internet without judgement. 

 

Can AU standards, policies be set that require defined security levels/qualities to be 

met? 

[Yong]: The Australian Government does mandate security standards in some 

circumstances. See Attorney-General’s Department website for the Protective Security 

Policy Framework (PSPF). In addition, see cyber.gov.au for the Essential 8 mitigation 

strategies, along with a technical controls guidebook called the Information Security 

Manual. 

 

Given the “wonder” that we are told 5G is going to be, is it likely to also be a boom for 

the ill intended? 

[Yong]: Possibly, but your question does remind me of the UK Government’s National 

Cyber Security Centre’s blogs on the security, or exploitability, of 5G. These describe 

some rather complex pieces of technology rather well, and were written by the UK’s 

NCSC Technical Director, Dr Ian Levy.  

   

https://www.cyber.gov.au/sites/default/files/2020-09/ACSC-Annual-Cyber-Threat-Report-2019-20.pdf


 
 

Companies are asking a lot of information, users/customers are forced to provide those 

information, otherwise, you cannot use the product/services/proceed to the 'next 

page' in the registration. But how well those companies'/organisations' infrastructure 

or cybersecurity has been set up? 

[Yong]: Thanks for the question, you are wise to be cautious. I know many cyber-aware 

people who deliberately choose not to proceed with an online interaction if they notice 

the website is not securely set up. They might choose to telephone those organisations 

instead, and do often also warn them when they call about the security concerns or 

issues. This gives the companies a chance to fix the security weakness. 

 

Regarding strong passwords: Using server side coding on websites, it is not difficult to 

enforce strong password creation and renewal of old passwords on websites, along 

with enforcing two-factor authentication.  Would the government be willing to 

legislate or mandate that all Australian-built websites at least, are required to only 

accept strong passwords and two-factor authentication, not just on financial sites? 

[Yong]: Thanks for the question. The Government lead policy agency on cyber is the 

Department of Home Affairs. You can also offer more technical suggestions or ideas to 

the ACSC, via cyber.gov.au. 

 

According to a recent interview  by the director of the australian cyber security centre 

she suggested that there was a stigma attached to reporting a Cyber attack whether 

that be a ransomware occurrence or data breach for many SME's. New South Wales 

already has a cyber ambassador - but it’s a voluntary role, which ultimately limits its 

effectiveness. Ideally, there would be a dedicated SME cyber-ambassador at a federal 

level: someone who represents SMEs when it comes to cybersecurity? SMEs need 

someone to advocate for them, someone who is visible and involved in tangible 

deliverables. What are your thoughts on this? 

[Yong]: I recall the Panel discussed this query briefly. I think it’s worth repeating there 

are already a number of advocates for SMEs on a range of topics, in particular the 

Ombudsman for Small Business and Family Enterprises (Kate Carnell) who released a 

cyber security guide/placemat visual for SMEs about 1-2 years ago. The ACSC also has a 

specific unit which aims to address the particular needs of SMEs. 

    



 
 

Surely a good backup system should be able to mitigate the risk of ransomware. What 

are some of these backup systems companies can utilise? 

[Magness]: See answer below 

 

[Yong]: The Australian Cyber Security Centre recommends having a strong backup regime 

as part of its Essential 8 controls (see cyber.gov.au). 

 

Is the government implementing a firewall around Australia (like they said they were 

going to at the last election) to help protect us from overseas crooks?  Has this 

happened yet, or is happening? 

[Yong]: I’m not aware of such a plan. 

 

Why are the off-line data back-up systems that organisations have insufficient to avoid 

payment of the ransom-  once the organisation has improved their own security? 

[Magness]: Ordinarily this is because the backup systems are either (i) too slow to 

restore, (ii) fail when attempting to restore, (iii) have been fully encrypted because 

write operations were allowed on the data in the backup or (iv) the entity’s backup 

regime is intermittent and key data may be missing. 

 

Do Monash have any plans for collaboration between our Cyber Sec. post. grad 

students and law post grad. students interested in tech. law? 

[Yong]: That would be good, I may well be one of Monash’s first interstate applicants! 

 

I for one won’t be a slowly boiling frog as I won’t jump in the pot - I don’t need Alexa 

or any other home device, or connect my fridge or turn on my lights remotely, or join 

Tinder - call me old fashioned but I have a choice to not participate - well for now 

anyway. Who determines these devices ‘improve’ our lives? 

[Yong]: How insightful! Yes I agree, let’s all pause to reflect on whether each of these 

technology tools actually make us better human beings, and whether they truly improve 

lives. And to consider the costs (for instance, energy) and risks associated with using 

them, not just the convenience they offer. 

 



 
 

How about an International or Australian Internet Ombudsman to assist citizens 

communicate with large Internet corporations? 

[Yong]: Australia does actually have an international Ambassador for Cyber Affairs, Dr 

Tobias Feakin. He leads a cyber branch from the Department of Foreign Affairs and Trade 

in Canberra and his work has involved discussions with the global technology companies. 

 

I have recently been phished for thousands of dollars regarding an account of mine 

secured with multi-factor authentication. I have realised that MFA is essentially just 

entering your password multiple times, and therefore still open to deception if the 

scam artist made a good "security officer" impersonation attempt. I'm currently 

researching deep face detection, but it seems that traditional manual doctoring of 

media is causing more damage now. What do you think? 

[Magness]: Multifactor authentication is most useful when deployed with an application 

code that resets after 30 or 60 seconds.  This provides limited time for the attacker to 

capture and then enter the password and the code into the legitimate website to gain 

access to the account.  Conversely SMS codes provide more time.  Multi Factor 

authentication will prevent most attacks from being ultimately successful.  However it 

will not prevent all attacks occurring and individuals need to remain vigilant to the 

websites that are entering their password on. 

[Yong]: There is a specific definition for MFA - for more information search the UK’s 

NCSC, NIST and the Cloud Security Alliance sites, amongst others. 

 

Q for anyone: how do we effectively combat cybercrime when some sections of the 

community are so concerned over their rights to privacy and fears about how 

governments might use their information?  

[Yong]: Law enforcement will continue to tirelessly combat cybercrime. Legislative 

protections exist to safeguard the privacy of Australians and all law enforcement agencies 

operate within the law. For example, see this agency which advocates for the protection 

of citizen data. 

   

https://www.oaic.gov.au/assets/privacy/notifiable-data-breaches-scheme/statistics/Notifiable-Data-Breaches-Report-Jan-Jun-2020.pdf


 
 

 Particularly for large Australian companies facing potential cybersecurity breaches, is 

the 'Australian Government Information Security Manual (ISM)' developed by ASD / 

Australian Cyber Security Centre, considered one of the better documents on 

addressing and controlling IT Security? 

[Magness]: Yes the ISM sets out a strong cybersecurity framework.  However it is tailored 

for government agencies so may contain some controls that are too prohibitive for all 

organisations.   

[Yong]: The ISM is not a proscriptive document and users are expected to apply expertise 

and skill in risk-managing the suggested technical controls. As Phillip suggests, not all 

controls will be workable for every organisation. It is essential that companies 

understand and continuously evaluate their corporate appetite for technology risks and 

tailor their technical and policy controls to suit.   


