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Abstract

In this paper, we propose a web service tool, named SMARTEMBED, which can 
help Solidity developers to find repetitive contract code and clone-related bugs in 
smart contracts. Our tool is based on code embeddings and similarity checking 
techniques. When applied to more than 22K solidity contracts collected from the 
Ethereum blockchain, we found that the clone ratio of solidity code is close to 
90%, much higher than traditional software, and more than 1,000 clone-related 
bugs can be identified efficiently and accurately based on our small bug database. 

Tool Website: http://www.smartembed.tools/
Tutorial Video: https://youtu.be/o9ylyOpYFq8

http://www.smartembed.tools/
https://youtu.be/o9ylyOpYFq8


Background / Aims

A major concern in the Ethereum platform is the security of smart contracts. 
Moreover, different from a traditional software program, the smart contract code is 
immutable after its deployment. They cannot be changed but may be killed when 
any security issue is identified within the smart contracts. This introduces 
challenges to blockchain maintenance and gives much incentive to hackers for 
discovering and exploiting potential problems in smart contracts, hence there is a 
very significant need to check and ensure the robustness of smart contracts 
before deployment. We aim to develop a tool which can efficiently and effectively 
check smart contracts for clones and bugs, and can evolve bug checking rules 
easily along with additions of new bugs. 



Methods / What did we do?

The main idea of SMARTEMBED is two folds:
(1) Code Embedding: utilizing basic program analyses and the availability of many 
open- source smart contracts, we encode each code element and bug pattern 
automatically, including their lexical, syntactical, and even some semantic 
information, into numerical vectors via techniques adapted from word embeddings. 
(2) Similarity Checking: utilizing efficient similarity comparisons among the 
numerical vectors representing various kinds of code elements at various levels of 
granularity in smart contracts, we can detect clones similar to each other and bugs 
similar to known ones. 



Summary of findings

SMARTEMBED is unique in that it utilizes deep learning and similarity checking 
techniques to unify clone detection and bug detection together efficiently and 
accurately for Ethereum smart contracts. When applied to more than 22K solidity 
contracts curated from the Ethereum blockchain, SMARTEMBED effectively tells 
us that the clone ratio of the Solidity code is at around 90% and more than 1,000 
clone related bugs are identified effectively by our tool.



Conclusions

This work presented SMARTEMBED, a web service tool for detecting code clones 
and bugs in smart contracts accurately and efficiently. It helps developers to find 
repetitive contract code and clone-related bugs in existing contracts. It also helps 
to efficiently validate given smart contracts against known set of bugs without the 
need of manually defined bug patterns. Its backend model can be easily updated 
to recognize new contract clones and new kinds of bugs when the contract code 
and bugs evolve. In the future, we plan to enrich the contract and bug databases 
so that SMARTEMBED can detect more clones and bugs. 
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