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Key Implementation messages 

Authorised access 

• Where an individual is living, the permission of the named individual is required to authorise 

access (in accordance with legislative privacy permissions). Where an individual is assumed to be 

alive (that is as a rule of thumb, 100 years from date of documented or assumed birth), 

permission is always required for access to records about that individual 

• Where records relating to an individual who is no longer alive, access to records should be 

extended to the family unit of the individual. 

Maximum access 

• Enable maximum provision of access to records, including in non-redacted form all information 

about themselves and core identifying information about close family 

• Access to records should not rely on legislative provisions but be part of the administrative 

processes associated with lifelong responsibilities for Care of the child, and their future adult 

selves as Care Leavers 

• A clear process to request access to records should be available to the child, during and after 

their Care experience  

• Where details of third persons are included, undertakings not to divulge details of those people 

may be used, outlining responsibilities to maintain the confidentiality of third people’s privacy 

where permissive access is enabled 

• Understand that children do not always need to be protected or having information filtered 

through a ‘best interest’ subjective interpretation 

• Establish peer review process to support decision making on access where conflicting rights may 

be invoked.  A consultative discussion process should confirm any contested area of decision 

making. 

Respect the wishes of the child (or the child as a Care Leaver) 

• At any time, the child can express wishes about restricting access to their records  

• Ensure that the wishes of the child are clearly displayed to anyone accessing the record 

• Establish and communicate organisational rules which provide exceptions to following the wishes 

of the child (for example, in crisis or exceptional circumstances). 

Redaction 

• Use the existing mandate to widen access to records by individuals about whom the record is 

made to contribute to redress and reconciliation initiatives. This means that records should not 

be redacted (blocking out information), where details of third persons are included, undertakings 

not to divulge details of those people may be used, outlining responsibilities to maintain the 

confidentiality of third people’s privacy where permissive access is enabled. 

• Redaction in documents provided should be minimal and clearly explained as to why the details 

are withheld. 

Presenting Information 

• Identify and flag ‘key documents’ from a record 



 

Practice Advice 9: Guidelines for access to records 
3 

 

• ‘Key documents’, where maintained by the organisation, are held in trust. Key identity documents 

and Lifestory records belong to the child and originals should be given routinely provided to the 

child when they transition out of Care. With specific authorisation from the child, copies may be 

retained by the organisation. 

 

Receive copies, timely and low cost access 

• No Fees or charges for access to records containing personal information 

• Every person has a right to receive a copy of all records relating to themselves. 

• Provide copies in the form that best suits the child, ensuring encryption where digital copies are 

sent outside the organisation 

• All records, and at minimum any ‘key documents’ kept about a child, should be routinely available 

when the child transitions out of Care 

• Copies of organisational records relating to an individual may be requested multiple times over a 

child’s lifetime 

• Establish time limits to respond to requests for records 

• Provide a mechanism to enable the child to seek review or appeal a decision on access to records. 

Special accelerated access where circumstances require it 

• Where circumstances require it, requests for access should be prioritised for urgent attention. 

• Each organisation should determine what constitutes circumstances requiring special accelerated 

access. These should address: 

Medical 

o serious or terminal illness e.g. if the person has cancer;  

o serious illness requiring medical history of person or family medical history;  

o genetic condition; 

o transmissible health condition;  

o pregnancy;  

o serious psychological/psychiatric illness requiring history of person to develop an urgent 

therapeutic response. 

Compassionate 

o Care Leaver is 65 years or older; 

o Care Leaver is homeless; 

o Care Leaver is recently released from prison. 

Service provision 

o birth certificate or other document is required to enable applicant to access services e.g. to 

apply for a passport or to gain citizenship in another country. 

Legal 

o claim for compensation (where there is a time limit on lodging an application) requiring 

information contained in records about a child or Care Leaver; 

o court matter where records will be provided as evidence;  

o management of an estate where records may:  

- assist in determining how assets will be distributed, or  

- enable an applicant to make a claim on an estate or trust. 
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Managing historical records 

• Indexes to historical records should be prioritised for development. Such indexes enable queries 

on individuals to be efficiently linked to records 

• Releasing of records to an individual about their childhood should follow trauma informed 

practice.  

Providing appropriate support for access to potentially traumatic records 

• In all circumstances the offer of a support person should be made. Support people may include 

those accompanying the individual, or a specialist in trauma informed information provision 

• Recordkeeping Expert Advisors can explain the context of the record and how to interpret what is 

written in records. 

 

Why this is still an issue? 

Despite considerable work over the past decade, organisations still largely see the records they create as 

belonging to them, not as owned by, or co-created by, the person who is being documented in the 

records and information systems. The systems containing the information are rightly secured tightly with 

access and security controls, but person at the centre of the record can’t directly access the information 

in organisational systems. That person is largely dependent on the individual social worker to 

show/permit them access to their records during a meeting. The power imbalance over what is recorded, 

and who can exercise rights in this area is still overwhelmingly with the organisation.  

Despite repeated findings that access to records improves children’s understanding of their 

circumstances and ability to participate in decision making affecting them, organisations have still to 

transition their practice to improve access to records by young people in Care. A 2019 study (not 

specifically relating to child protection work) found that while the majority of social work practitioners 

consulted indicated that they granted clients access to their case records, clients were not effectively 

granted such access in practice, and that only 16% of participants in the study reported client 

involvement in the creation and maintenance of their records and a strong continuation of the 

professional/expert approach where professional distance of the expert position took precedence over 

client rights. (Yu, 2019).  

Even in circumstances where the right to have copies of records provided at the point of transition to 

independent living is broadly accepted, the 2020 CREATE survey illustrates that this is not routinely 

observed. While the study notes an increased ability to access records from earlier surveys, there is still a 

notable problem. CREATE reports fairly abysmal results summarised here (McDowall, 2020): 

 

• two thirds of Care Leavers in their sample ‘had sought copies of their personal but under half 

(42%) had not received any response.  

• For many who received documents, the information content had been redacted. In general, 

respondents felt little confidence that they would be able to obtain their personal documentation 

if needed. 
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• As part of the transitioning process, young people are entitled to obtain copies of personal 

documents (e.g., case file information, Lifestory records, birth certificate etc.). Over one third of 

respondents (34%) had not asked for any documentation; of those who had requested 

information, 42% had received their records, 58% had not. 

• that the young people who tried [to retrieve personal documents] rated their experience as 56 

out of 100.  

• young people expressed limited confidence that they would be able to obtain their personal 

records if desired, scoring their confidence at 49 out of 100.  

• a dichotomy between respondents who found the process easy and supportive (36% of 76 

comments), and those who had problems with lengthy delays in obtaining documents (29%).  

• In many cases these documents were then found to have missing information or content 

redacted (11% of responses). 

 

Widely Accepted Principles for Access 

Widely accepted Principles and Best Practice for Access to Records by Care Leavers have been freely 

available since 2015. While written initially for a specific subset of the Care Leaver population, these have 

been slightly modified below to apply to all those whose childhood is documented in records. These 

principles should be applied to children currently in Care, as well as those who have left. 

The original Principles and Best Practices can be found here: 
https://www.dss.gov.au/sites/default/files/documents/11_2015/final_dss_branded_access_to_records_
by_forgotten_australians_and_former_child_migrants_nov_15.pdf (accessed September 2021)  
 

Principle 1: Maximum provision of access to records 

Records Holders will enable maximum information to be available to children who are or have been in 

Care about themselves, their family, identity and connection; circumstances surrounding placement in 

care; and details of time in care.  

Principle 2: All information about themselves, and core identifying information about close family  

Every person, upon proof of identity, has the right to receive all personal identifying information about 

themselves, including information which is necessary to establish the identity of close family members, 

except where this would result in the release of sensitive personal information about others. This includes 

details of parents, grandparents, siblings – including half siblings, aunts, uncles and first cousins. Such 

details should, at minimum, include name, community of origin and date of birth where these are 

available. 

Principle 3: Copies of records 

Every person, upon proof of identity, has a right to receive a copy of all records found relating to 

themselves. 

Principle 4: No Fees or charges for access to records containing personal information 

No application or copying fees or any other charge are to be imposed. 

https://www.dss.gov.au/sites/default/files/documents/11_2015/final_dss_branded_access_to_records_by_forgotten_australians_and_former_child_migrants_nov_15.pdf
https://www.dss.gov.au/sites/default/files/documents/11_2015/final_dss_branded_access_to_records_by_forgotten_australians_and_former_child_migrants_nov_15.pdf
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Principle 5: Time limits to respond to requests for records 

Every Record Holder will establish timeframes, consistent with their jurisdictional practice for release of 

information, within which applicants, once any access conditions are met, will receive all relevant records.  

Principle 6: Ability to seek review or appeal a decision 

Records Holders will establish a review or appeal mechanism which can have another party, not part of 

the initial assessment, review decisions on what information is made available or withheld, and address 

any other grievance raised by an applicant, free of charge.  

Principle 7: Records will be provided in context and applicants alerted to possible causes of distress 

Every applicant will be advised of the nature and context of the information provided and the possibility 

of distress that may result from accessing records about them. 

Principle 8: Right to know about support and assistance services 

Every applicant has a right to receive information, both orally and in writing, at the time of application 

about appropriate support and assistance services available to them and be encouraged to use supported 

access services.  

Principle 9: Care Leavers may annotate records to tell their story and express their wishes to limit 

access to records 

People who are or have been in Care may annotate or add to their records to correct, amend and tell 

their story in relation to the events documented in their records. In addition, they may alert Records 

Holders that they do not wish records about their time in Care to be accessed by family members, while 

they are still alive. The mechanisms for recording the wishes shall be stored in such a way as to be 

obvious whenever the records are accessed, and persistently linked to the record/s. The Records Holders 

will respect such wishes, but may, in exceptional circumstances and subject to demonstrated need 

(assessed using formally agreed criteria), determine that access is permitted by family members. 

Principle 10: Applicants entitled to use support services to assist  

People who are or have been in Care are entitled to have support service, e.g. Recordkeeping Expert 

Advisor, counsellor or case manager, involved in the process of locating and releasing records.1 

Principle 11: Service Providers will work collaboratively to enhance access  

Service Providers will work collaboratively to identify and address policy and procedural barriers that 

adversely impact upon a person’s access to records as identified in Principle 1. 

Principle 12: Government state or territory records holders are the repository of last resort 

 
1 Note: this is an optional service. Those who chose not to access support services should not be denied access or 
have access to specific information withheld. 
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Where there is no ongoing legal organisation inheriting responsibilities, assets and/or staff of an 

organisation that undertook some form of Out-of-Home Care, the state or territory department 

responsible for children’s services will become the repository of last resort for records relating to children 

in care. 

Access Principles for Service Providers2 

These principles were endorsed by the Royal Commission into Institutional Responses to Child Sexual 

Abuse (Royal Commission, 2017), who further reinforced access to records in their recordkeeping 

principles: 

Principle 5:  

• Individuals’ existing rights to access, amend or annotate records about themselves should be 
recognised to the fullest extent. 

• Individuals whose childhoods are documented in institutional records should have a right to access 
records made about them. Full access should be given unless contrary to law. Specific, not generic, 
explanations should be provided in any case where a record, or part of a record, is withheld or 
redacted. 

• Individuals should be made aware of, and assisted to assert, their existing rights to request that 
records containing their personal information be amended or annotated, and to seek review or 
appeal of decisions refusing access, amendment or annotation. 

Access to all records, including contemporary records 

While continuing to be problematic in all organisational settings, these recommended principles have 

more consistently been addressed in relation to those who have left Care and are, as an adult Care 

Leaver, seeking access to their records. However, such is not the intent of the Principles which also speak 

to rights of access for children currently in Care.  The principles of client participation, empowerment, and 

self-determination suggest that clients should be involved in decisions about what information goes into 

those records, and who has access to them. 

 

Access to personal records has gradually become the norm in medical/health settings. Strongly resisted 

by many in the health field, slowly practitioners and broader society have moved to the position that 

health information is inherently linked to the individual who owns the information which is given to 

professionals to obtain services, but that the information continues to be owned by the individual even 

when in the custody of an organisation. This approach was consolidated into Australian Privacy legislation 

in 2001.  

The move to accepting ownership of personal information by the individual was resisted by many in the 

medical profession for reasons that resonate with barriers placed in front of client files in Out-of-Home 

Care settings: concern for individual ability to understand information, triggering information, potentially 

undermining a professional service relationship. Underlying such concerns is potentially concern over 

changing power dynamics in professional relationships. In the event, such changes were introduced 

effectively in Australia, and the My Health record now (theoretically at least) enables individuals to 

 
2 Note: These principles have been broadened to replace the specific phrase ‘Forgotten Australians and Former Child 
Migrants’ with ‘People who are or have been in Care.’  The term ‘Records Holders’ has been replaced by Service 
Providers 
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determine what information is in their record, to contribute their own observations, to determine with 

whom it is shared, and to control the existence and destruction of the record. This transformation to 

access to information has yet to permeate the social work profession, despite high ambitions to social 

justice and empowering clients to be found in Codes of Ethics for practitioners (Australian Association of 

Social Workers, 2020). 

Access depends on knowing that records exist 

To be able to access records, the individual needs to know that records exist. Yu reports that 

organisations in his study report that access to information is stated as part of the induction process, but 

that others are informed ‘if and when they asked’ (Yu, 2019). See further Practice Advice 2: What records 

are made about a child.  

Legislative provisions and administrative release 

No Freedom of Information/Right to Information (FOI/RTI) legislation requires that organisations use this 

as the only mechanism to enabling access. Rather most stress that organisations should use 

administrative discretion to release information, using legislative processes as a last resort.  

Organisations typically revert to formal processes and legislative requirements to provide access to 

information. For government departments this is typically FOI/RTI legislation, sometimes despite the 

presence of more enabling options in Child Protection legislation relevant to the jurisdiction. For private 

organisations this is often interpreted through the Privacy Act, or requirements established under service 

contracts. All of these mechanisms act as barriers tending to tip practitioners to implementing formalistic 

application processes, over rigorous redaction processes and creating formidable barriers for people at 

the centre of records. 

Actively rethinking processes for enabling administrative release in all organisations involved in managing 

children in Out-of-Home Care is highly desirable.  

Appropriate restrictions 

Some records clearly cannot be shared. In some jurisdictional legislation specific issue records, such as 

records of notifier identification of suspected harm to a child, are guaranteed not to be released. 

Organisations should be clear to all involved, including the child, what information such as notifiers, is 

prohibited from disclosure. Given that this information should be the exception to the norm of open 

access, the list should be short.  

Access to records is much broader than just Lifestory records 

Access to records is not only access to those records categorised as Lifestory records. Such records are by 

definition the possessions of the child, and the organisational holder of such records is only ever the 

temporary custodian. However, providing these records to the child is not sufficient to meet 

requirements of access to records. Access to all the records about them is the child’s right.  See further, 

Practice Advice 7, Recordkeeping and Lifestory Resources. 

Third party privacy protection 

The principles for access and further guidance by Information Commissioners acknowledge issues of 

identity and memory for children who are removed from family are the priority. As a general statement, 

FOI/RTI legislation is interpreted to privilege the rights of the third party in agreeing or disagreeing to 
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information about them in records relating to an individual. Repositioning rights around third parties to 

privilege the child includes enabling access to all information about family, carers and individuals in a 

child’s records. 

Where this may pose problematic for organisations, best practices to enable this includes: 

• Telling people that their information may be shared at the time of record creation – and 

permitting optional opt out with a default that information will be released to the child whenever 

that child asks for it 

• In providing information, ensure the child understands that there are obligations implicit on them 

to respect how information about other people is treated.  

Applying legal privilege 

Some organisations have relied on an interpretation of ‘legal privilege’ as an exemption from information 

release. This has been litigated and the court’s decision makes it clear that an over use of this provision is 

to be resisted (Greenwood et al., 2019). The specific facts of the litigated case related to access to legal 

audits conducted on the case files of individual children providing advice about a child’s rights and 

entitlements while the child was in Care. As a result of the litigation, access to legal audits of a child’s case 

is available to that child. While restricted to a specific context, this case ruling provides precedent to 

privilege the child in releasing information that might be judged by organisations to be subject to legal 

professional privilege. Basically, this is a further example of over restrictive application of exemptions by 

organisations in risk averse mode. The context of decision making should always be to give primacy to the 

child in such decisions. 

Using the ‘best interests of the child’ justification for withholding information  

The concept of ‘best interests of the child’ is sometimes used as a mechanism to withhold information. 

Sometimes the use of this concept is ill-judged and may lead to excessive withholding of information.  The 

assumptions made by practitioners based on their own judgement that the content of the records may be 

to the detriment of the child, or trigger potentially damaging recall of events. Where this is an ongoing 

concern, the provisions of the Privacy Act 2001 provides for a mechanism to provide such information to 

a person who is responsible for the child, which enable organisations to release such information to an 

Recordkeeping Expert Advisor working on behalf of the child to enable access to their information. (see 

further, Practice Advice 8: Recordkeeping Expert Advisor). 

Research highlights the extent to which even very young children wish to be given, and are capable of 

absorbing, complex and painful information.  Such information should be given clearly, sensitively, and at 

an appropriate pace for the individual child. Research involving interviews with children in child 

protection procedures shows that children perceive themselves as capable of dealing with distressing and 

difficult information often denied them by adults. The research found that adults consistently identified a 

need to withhold information from children in order to protect them. Equally consistently, the children 

took the view not only that they could cope with the information, but would resent being denied access 

to it. Indeed, they argued that exclusion would create more distress and anxiety. The central message is 

that the child is a subject of rights, not merely a beneficiary of adult good will and as such must be 

included as an actor in the decision making process (Lansdown, 2000).  
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Disproportionate protective approaches to release of information fuels the mind set that children are 

blank canvases to be filled in by adults, rather than individuals with clear rights. 

The ability to interpret information will alter at different ages and different stages of maturity in a child. 

Clearly the professional discretion of staff is required to determine this. However, where the child wishes 

to access information all mechanisms, including identifying an expert advocate to interpret the record in 

ways that are appropriate to the age and the maturity of the child, should be deployed. See further 

Practice Advice 1: Child protection and recordkeeping: overarching Issues. 

Redaction of information 

Redacting, or blocking information in records from access, is well known to cause distress to people 

accessing records. Redaction should be kept to an absolute minimum. 

Common reasons for redaction include: 

• Blocking of information deemed to be likely to cause serious harm  

• Protecting the privacy of third parties.  

The paradox of redaction is that it is not necessary to remove information that is known to the person 

seeking access. This creates the situation where the more you know, the more likely you are to get access 

to information you seek. But without access to the information, how can you know what to ask for?  This 

also ends up being a quite invasive process where individuals may feel trauma all over again in having to 

tell painful stories to people not connected to their Care. Forms are often designed to extract this 

information, but forms can feel prescriptive, unfriendly and can be difficult for an individual to complete. 

Using a fairly common sense test may be helpful: for example when considering redacting photographs, 

think about family photos that you might have in your own possession – do you redact every person that 

is not identifiable, or not a member of your own family, or every person that is not you?  

Wherever redaction is deemed necessary, a clear reason for the redaction should always be provided. 

As discussed in Third Party Privacy Protection (above) a precaution may be introduced to ensure the child 

understands that there are obligations implicit on them to respect how information about other people is 

treated.  

Presenting information 

Where records belong to the individual, the original records should always be returned as a matter of 

right. See further Practice Advice 7, Recordkeeping and Lifestory Resources.  

Best practice in presenting information from organisational records includes: 

• Originals of Lifestory resources should be returned to the person once they transition out of Care. 

Copies may be maintained in organisational systems on the request of the person 

• Provide high quality, colour copies or scans (it should be the child’s choice as to whether that is in 

paper or in digital form; if digital, ensure encryption where records are sent outside the 

organisation) 
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• Ensure appropriate support for the child to provide expertise in interpreting the records, 

navigating the contents, providing alerts to potentially distressing information and 

contextualising as required 

• Being sensitive to dates of importance to a child which may trigger distress (for example, 

mother’s day, father’s day, birthdays etc). 

Presenting records from IT systems 

Additional complexity exists in providing access to complex records as generated in contemporary IT 

systems. These include: 

• Problems of fragmented records 

• Problems of volume 

• Providing support to a child accessing records. 

The record may be widely distributed or fragmented and, depending on the wishes of the child, multiple 

records may need to be brought together to provide comprehensive access. To compile a complete 

record may require multiple access requests across multiple organisations. 

Requests for all records about an individual’s interaction with government departments have returned 

huge volumes of material, with examples3 provided of: 

• Up to 30 volumes of a paper file 

• Up to 9000-12000 individual pages. 

 

This overabundance of information is causing difficulties in access for the opposite reason of scarcity and 

bad recordkeeping in the past, but the end result is paradoxically the same. The sheer quantity of 

material is also overwhelming those who are applying page by page checks to ensure that information 

released is appropriate under privacy and freedom of information laws and to redact that information 

using current, manual, methods. 

One approach to better practice in this area is to flag key documents for an individual. If a child knows the 

types of records created, they can better request specific information if that is required. CLAN has 

identified key documents in its Charter of Rights to Childhood Records (CLAN, 2020), as being: 

• the person’s birth certificate,  

• the names and last-known addresses of members of the person’s family,  

• any court orders or documents related to the reasons for the person’s placement,  

• all medical and educational histories,  

• the names of all people who visit the child during their time in custody,  

• all documents related to transfers to other institutions including foster families and  

• any other official documents that relate to the person’s time in Care.  

 

 
3 These examples were provided in 2015 through unofficial consultation with individuals assisting children and 
adults obtain access to their records during time in Out-of-Home Care 
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Further Resources 

Australian Association of Social Workers (2015). Ethics and Practice Guideline – Information 

Management, https://www.aasw.asn.au/document/item/4680 (accessed September 2021)  

Department of Social Security (2015), Access to Records by Forgotten Australians and Former Child 

Migrants: Access Principles for Records Holders, Best Practice Guidelines in providing access to 

records, June 2015 Commonwealth of Australia 

https://www.dss.gov.au/sites/default/files/documents/11_2015/final_dss_branded_access_to_r

ecords_by_forgotten_australians_and_former_child_migrants_nov_15.pdf (accessed September 

2021)  

Information and Privacy Commission, NSW (2019), Information Access Guideline 8 – Care Leavers’ Access 

to their Out-of-Home Care Records https://www.ipc.nsw.gov.au/media/2785 accessed 

September 2021)  
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