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Dear Members of the Committee: 

 

Inquiry into the 2016 Census 

We are pleased to provide this Submission to the Senate Inquiry into the 2016 Census. 

Our submission addresses two of the terms of reference for the inquiry: (b) the scope of data 
obtained in the 2016 Census and (f) privacy concerns in respect of the 2016 Census. 

We are legal academics in the Castan Centre for Human Rights Law and the Law Faculty at Monash 
University, where we research, publish and teach in areas including constitutional and administrative 
law and human rights. Our interest in this inquiry is in the policy and legal issues associated with the 
Census.  

We recognise the value of the Census in providing essential information to government. However, 
we are concerned about: 

1) The privacy of peoples’ personal information retained by the Australian Bureau of Statistics 
(‘ABS’) 
 

2) The lack of legal authority for the ABS to collect names and specific dates of birth as part of 
the Census under the Census and Statistics Act 1905 (‘the Act’).  

We argue that unless privacy concerns can be adequately addressed, the ABS should not retain this 
information collected in the 2016 Census. Moreover, names and dates of birth should not be 
collected in any future Census.  

Privacy concerns 

Although the ABS has previously collected this information as part of the Census, the ABS’ 
announcement that it would be retaining this data in a new manner has caused widespread concern. 
Retaining identifying information that can be linked to Census records has significant privacy 
implications. Although the data provided to the ABS is currently protected by robust secrecy 
provisions in the Act, concerns remain over the security of the storage of data and the potential for 
its misuse. There are also concerns raised about the commercial and government agency use that may 
be made of such data through data linkage and statistical linkage keys.1 

There are relatively limited enforceable protections for personal privacy in Australia. We draw the 
Committee’s attention to Article 17 of the International Covenant on Civil and Political Rights, 
which states: 

1.  No one shall be subjected to arbitrary or unlawful interference with his privacy, 
family, home or correspondence, nor to unlawful attacks on his honour and 
reputation. 

2.  Everyone has the right to the protection of the law against such interference or 
attacks. 

                                                
1 See Rosie Williams Submission to the Senate Standing Committee on Economics ‘ The #CensusFail Submission’ (September 2016). 



Article 17 prohibits interferences with privacy which are ‘unlawful’ and ‘arbitrary’. The UN Human 
Rights Committee, in General Comment 16 (1988), on the Right to Privacy, has stated that ‘[t]he 
term ‘unlawful’ means that no interference can take place except in cases envisaged by the law. 
Interference authorised by States can only take place on the basis of law, which itself must comply 
with the provisions, aims and objectives of the Covenant.’ 2 

Thus laws that authorize interference with privacy must be precise and circumscribed, and must not 
give decision-makers undue discretion in authorizing interferences with privacy. 

The General Comment also states that ‘relevant legislation must specify in detail the precise 
circumstances in which such interferences may be permitted. A decision to make use of such 
authorised interference must be made only by the authority designated under the law, and on a case-
by-case basis.’ Moreover, ‘public authorities should only be able to call for such information relating 
to an individual’s private life the knowledge of which is essential in the interests of society as 
understood under the Covenant. . . .’ 3 

With contemporary technological capacity for gathering, storing and analyzing enormous amounts of 
personal information, the application of Article 17 regarding data protection is therefore very 
relevant. 

The Human Rights Committee has specifically turned its attention to the relationship between the 
right to privacy and the State’s need to collect certain data for national purposes, stating that: 

The gathering and holding of personal information on computers, databanks and other 
devices, whether by public authorities or private individuals or bodies, must be regulated by 
law. Effective measures have to be taken by States to ensure that information concerning a 
person’s private life does not reach the hands of persons who are not authorised by law to 
receive, process and use it, and is never used for purposes incompatible with the 
Covenant…Every individual should also be able to ascertain which public authorities or 
private individuals or bodies control or may control their files. If such files…have been 
collected or processed contrary to the provisions of the law, every individual should have the 
right to request rectification or elimination. 4 

In 2008 the Human Rights Committee considered this issue in relation to France.5 We draw attention 
to the following extract: 

22. The State party should take all appropriate measures to ensure that the gathering, 
storage and use of sensitive personal data are consistent with its obligations under 
Article 17 of the Covenant. Taking into account general comment No. 16 (1988) on 
Article 17 (Right to privacy), the State party should in particular ensure that: 

1. The gathering and holding of personal information on computers, data banks and 
other devices, whether by public authorities or private individuals or bodies, is 
regulated by law; 

2. Effective measures are adopted to ensure that such information does not reach the 
hands of persons who are not authorized by law to receive, process and use it; 

3. Individuals under its jurisdiction have the right to request rectification or 
elimination of information when it is incorrect or has been collected or processed 
contrary to the provisions of the law. 

Whilst Australia is a signatory to the ICCPR, there is incomplete protection of the right to privacy in 
Australian law. The Privacy Act 1988 (Cth) requires that data collected and stored by government 

                                                
2 On the status of General Comments see Sarah Joseph and Melissa Castan, The ICCPR: Cases, Materials and Commentary 
(Oxford University Press, 2013) Chapter 1, and on General Comment 16 see pp 535. 
3 General Comment 16, paras 7-8. 
4 Ibid para 10. 
5 Concluding Observation on France (2008) UN doc CCPR/C/FRA/CO/4. 



agencies must be treated in a manner consistent with the Australian Privacy Principles (APPs).6 
Under those principles, only the information necessary for a particular service should be 
collected (APP3 3.1 & 3.2) and stored in a way that provides a reasonable level of protection against 
misuse or interference (APP 11). The ABS is a Commonwealth agency established in order to gather 
data from the community on a wide range of aspects of Australian life.  

We consider that there is generally widespread public goodwill towards the Census, and people 
understand the public benefit of the collection of census data. However, given the abbreviated public 
consultation on the manner and use of data collected by the ABS for the 2016 Census, we are 
concerned that there is no evidence of widespread informed consent to the changes in use, or 
prospective uses of data emerging from this census.7  

We are also specifically concerned about matters such as ‘data linking, information security and 
statistical linkage keys’ of which the general public have very limited knowledge or understanding.8 
Nor can be said that people have given consent to the myriad uses to which this data could be 
applied.9 Assurances by the ABS that data linking and linkage keys are ‘best practice’ and provide 
adequate privacy protection10 by de-identifying people’s name from their data are no longer 
convincing or reliable. In the days following 9 August 2016 (‘Census night’) many examples came to 
light of simple ‘reverse de-identification’ of statistical linkage keys, once a person’s name, date of 
birth and gender were available.11 We are concerned that the use of census data and data linkage 
across government agencies leads us into ‘a system requiring personal information under compulsion 
of law where the system has increasingly powerful capacity to store, sort, match, and predict’ 
individual behaviour.12 The potential for this information to be sold on to commercial operators is of 
even greater concern. Such a system, even if authorised by law, itself represents a fundamental 
breach of people’s rights to privacy. 

It is in light of the concerns regarding privacy and the relationship between the retention of data, 
names and other identifying indicia, and the use of statistical linkages keys, and the unclear uses that 
the ABS census data could be put to, that we draw the Committee’s attention to our next point, the 
legal authority to collect certain materials in the Census. 

The ABS has no legal  authori ty  to co l l e c t  names and dates  o f  bir th 

We consider that the ABS does not have the legal authority to require people to provide their name 
as part of the Census exercise. Moreover, an argument can also be made that the ABS  does not have 
the power to collect a person’s specific date of birth. This is because the ABS is only permitted to 
collect ‘statistical information.’ Section 8(3) of the Act provides that ‘[f]or the purposes of taking the 
Census, the Statistician shall collect statistical information in relation to the matters prescribed [by 
regulations] for the purpose of this section.’ Section 14 of the Act states that a person commits an 
offence if they fail to comply with a written direction by the Statistician or an authorised officer to fill 
out the Census form or a written direction by the Statistician to answer ‘a specified question that is 
necessary to obtain any statistical information’ in the Census.  

                                                
6 See further Moira Paterson Freedom of Information and Privacy in Australia: Information Access 2.0 (LexisNexis Butterworths 
2015). 
7 We note the concerns raised by Anna Johnson Privacy & Research: a fine balance Submission to the Senate Economics References 
Committee (September 2016) [Submission 24], pp 11-12. 
8 See for example the responses to ‘Question 10’ in Williams’ Submission (above n 1). See also Kate Galloway Census 
scepticism as privacy comes under threat Eureka Street, 31 July 2016 
www.eurekastreet.com.au/article.aspx?aeid=49683#.V9wMY5N95E4 ; Tim Norton et al, Open Letter From Privacy 
Advocates Calls For Inquiry Into Census 2016 www.digitalrightswatch.org.au/2016/08/12/open-letter-from-privacy-
advocates-calls-for-inquiry-into-census-2016/. 
9 Johnson Submission above note 7,  pp 11-12. 
10 ABS Statistical Data Integration FAQ www.abs.gov.au/websitedbs/D3310114.nsf/home/Statistical+Data+Integration+-
+FAQ .    
11 For example see SLK581 Creator at www.cmrn.github.io/slk581/create.html. 
12 Kate Galloway, Submission to the Senate Standing Committee on Economics (September 2016) [Submission 19]. 



In other words, the Statistician must collect ‘statistical information’ for ‘the purposes of taking the 
Census.’ ‘Statistical information’ is not defined in the Act, but section 12 of the Act provides that 
‘The Statistician shall compile and analyse the statistical information collected under this Act and 
shall publish and disseminate the results of any such compilation and analysis, or abstracts of this 
result.’ This suggests that information that is ‘statistical information’ is information that will be 
‘compiled’—assembled in order to be ‘analysed’—examined in the aggregate—for the purpose of 
publishing and disseminating the results. 

Regulations promulgated pursuant to this section prescribe ‘name’ and ‘date of birth’ as ‘statistical 
information’ for this purpose. Yet, it seems highly unlikely that the ABS intends to compile and 
analyse ‘names’ and ‘dates of birth’ as a category of information (for example, how many people 
named ‘Caroline’ were in Australia on Census night, or how many people were born on 1 January 
every year). The 2016 Census made provision for people to include their age, rather than date of 
birth, this suggests that the request for specific date of birth is not needed as a statistical matter. 
Instead, names and dates of birth are collected to undertake a data-matching process between Census 
records and other administrative records held by government, such as tax, social security and 
education records. We understand from former ABS Statistician Bill McLennan that this is a separate 
statistical exercise performed after the Census has been taken, and is not part of the Census itself.13  

Therefore, we argue that names and dates of birth are not ‘statistical information’, meaning that their 
collection is not authorised by legislation. Moreover, in relation to the offence of failing to comply 
with a direction (section 14), we fail to see how provision of one’s name and date of birth is 
‘necessary’ to obtain statistical information, although it may be expedient.  

Because, in our view, names and dates of birth have been collected without lawful authority, the ABS 
should delete this information. As the UN Human Rights Committee has stated (noted above): ‘If 
such files…have been collected or processed contrary to the provisions of the law, every individual 
should have the right to request rectification or elimination.’ We further submit that there should be 
no prosecution brought against people who withhold their name and/or date of birth from the 
Census form, including those people who filled in the Census form online and indicated their 
intention not to provide their name but were obliged to enter text in all fields of the form in order to 
submit it.  

We consent to this submission being made public, and would be pleased to give evidence in any 
Senate Hearings associated with this Inquiry.  

Yours sincerely 

 

 

 

Ms Melissa Castan and Dr Caroline Henckels 
Faculty of Law 
Monash University 
VIC 3800 
melissa.castan@monash.edu 
caroline.henckels@monash.edu  

                                                
13 www.independentaustralia.net/life/life-display/2016-census-name-and-address-collection-is-it-legal,9309   


