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January 2018             
Data released by on-line 
fitness tracker Strava
pinpoints military base 
in Syria

People are scared of data breaches…

December 2017        
Melbourne University 
researchers are able to 
identify individuals 
based on the 
“anonymised” data 
released by Medicare 

March 2019                      
Hackers hold prominent 
Melbourne Cardiology 
specialist to ransom 
after infiltrating their 
EMR 

If people hesitate to share their data, where does that leave research?

Presenter
Presentation Notes
https://www.abc.net.au/news/science/2017-12-18/anonymous-medicare-data-can-identify-patients-researchers-say/9267684
https://www.theage.com.au/national/victoria/crime-syndicate-hacks-15-000-medical-files-at-cabrini-hospital-demands-ransom-20190220-p50z3c.html
https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app-gives-away-location-of-secret-us-army-bases
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7. Data Reporting

2. Data Element 
Management

6. Data Analysis

5. Data Repository 
Management

4. Data Verification

3. Data Capture

1. Purpose of Data

Data Value Chain

Researchers consider each step of the research process as crucial…
For many participants, the most 
important step is how their data is 
protected….

Data Protection

•the measures in place across the value 
chain to protect the privacy of and 
provide security for data from 
unauthorised access

Data Sharing

Key Relationship Management

Data Transfer
Data Linkage

Why

What

How

Are you 
sure

Hold

What does 
it mean

Tell
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Privacy legislation around the world is changing and complex

United States of America
• Health Insurance  

Portability and 
Accountability Act  (HIPAA) 
(Federal) 

• California Consumer 
Privacy Act (CCPA)

Canada
• Privacy Act (Federal)
• Personal Information 

Protection and Electronic 
Documents Act (PIPEDA)
amended in 2018

European Union
• General Data Protection 

Regulating (EU) (GDPR)
• Data Protection Act

Victoria, Australia
• Privacy Act (APP) 

Commonwealth amended in 
2018

• Health records Act (VIC, 
NSW,QLD)

• Privacy and data protection 
(VIC, NSW,QLD)

New Zealand
• Privacy Act (1993) will be 

amended and expected to be 
enacted in 2020

Singapore
• Singapore Personal Data 

Protection Act expects to 
be amended in 2019

Presenter
Presentation Notes
TNGR has to deal with all these legislations and it becomes complex
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So we want to protect the participants’ personal 
data…

Type of 
Data?

• Obligations to protect (personal) health data are much higher 
than obligations to data that is de-identified

• De-identification safe guards personal information but the risk 
of re-identification has to be properly considered and assessed

De-identified

Identifiable

Non-Sensitive 
Data

Other 
Sensitive Data

Health Data

Not in 
Scope

Is Data 
Identifiable?

Has re-
identification risk 

been assessed 
and appropriate 
de-identification 

process 
undertake?

Presenter
Presentation Notes
Look at the type of data…it’s health data so considered sensitive
Is it identifiable data….categorised into de-identified and identifiable
Obligations are different – different law applies to de-identified/ anonymise data
Perhaps better question is around re-identification risk and appropriate de-identification process undertaken
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Identified De-identified

De-identifying data is no longer just a matter of 
deleting name and date of birth….

Identifiable data becomes de-identified data after 
it undergoes a de-identification process (where 
one or more de-identification techniques are 
undertaken)*.
The appropriate technique(s) to be used will depend 
on the risk of re-identification – ie moving back 
from de-identified to identified data. 
The re-identification risk is determined by:

1. Context of the Data
2. Technology Changes
3. Security Arrangements

Context of 
Data

Re-identification Risk Low

High

Technology
Changes

Security 
Arrangements

* As described in ISO/ IEC 20889 
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With enough computing power and time nearly anything can be re-identified…

Re-identification risk will never be zero….

Identified De-identified

Re-identification Risk Low

We need to reach a point where an individual can 
no longer be reasonably identified from the data
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Types of techniques available vary….

Statistical

Aggregation

Sampling

Suppression

Masking

Local or 
Record 

Suppression

Pseudonymisa-
tionGeneralised

Rounding

Top & 
Bottom 
Coding

Combining

Cryptographic Anatomization

Randomized Synthetic Data

Applied to numeric identifiers 
(including indirect)

Applied to categorical or text based  
identifies

Moving from 
day to year

Creating 
composite 
measures

Removing 
highest/ lowest 

values

Removal of records 
that have for rare 

values/ occurrences

* As described in ISO/ IEC 20889 

Removal of whole Data 
Elements that are direct 

identifiers such as name, DOB

Replacement of Direct 
Identifiers with 

pseudonym

Taking a sample of 
individual records

Aggregating individual 
records to describe group/ 

sub-groups in reporting

Create new values so 
overall totals/ values/ 

patterns are preserved 
but unrelated to particular 

individuals – often used 
for test environments

Altering values 
randomly through 
addition of noise, 
permutation or 

microaggregation

Dissociating 
identifiers from 

remainder of the  
data via separate 

tables

Presenter
Presentation Notes
Synthetic definition from OAIC De-identification and the Privacy Act
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A word on Pseudonymisation
• Pseudonymisation means the 

processing of personal data so it can no 
longer be attributed to a specific person 
without the use of additional information.  
This additional information must be kept 
separately and is subject to technical and 
organisational measures to ensure that 
the personal data are not used to re-
identify an individual.

X

would “unlock” the data set and allow re-identification of individuals for data verification purposes, 
linkage purposes or other data sharing purposes.

• Pseudonymised data will not necessarily be considered de-identified or anonymised

If a key exists anywhere to re-identify data then it may not be de-identified

• In the past pseudonymisation has allowed 
researchers to hold a key somewhere that
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Deciding on which technique(s) to use must balance 
two competing factors….

• The more the data is altered to protect the data through 
aggregation, masking, suppression, rounding, etc, utility 
of the data can be lost

• Finding the balance between the two will vary depending 
on the context of the data which means you must  
understand the purpose of the data collection in the first 
place….

1. Purpose of Data

Utility of 
Data

Protection 
of Data

….

Aggregating

Rounding

Masking

Usefulness

Why
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Case Study: Bourke Street Attack

• Alfred Hospital
• Male
• 58
• Head injuries
• Surgery 
• 10 Nov 2018

Presenter
Presentation Notes
https://www.theage.com.au/national/victoria/two-bystanders-in-recovery-after-being-stabbed-during-bourke-st-attack-20181110-p50f9h.html
Elements Removed
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What elements do we need to alter?

Co
un

tr
y

St
at

e
Ho

sp
ita

l
DO

B
Da

te
Tre

atm
en

t

?

10 Nov 18

3 Sept 60

Combining

Supply age not 
DOB & 

Procedure Date

Ag
e

58Y 2M 7D

Rounding

Take age to 
year not day

Take 
procedure to 
year not day

2018

Ag
e

58Y

Masking

Removal of whole Data 
Element

Utility of 
Data

Protection 
of Data

?

Presenter
Presentation Notes
Our hospital admission/ trauma data pinpoints the man without his name
So we combine DOB & treatment date to give age….but now we’ve lost utility, as we don’t know which period the admission belongs
So we round age and treatment date to year not day…but still a 58 year old in 2018 at Alfred
So we mask the hospital…
We can no longer identify him but what have we lost in utility?
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Other Jurisdictions provide guidance…

Top & 
Bottom 
Coding

Remove ages over 
90 & create category 

– Over 90

Removal of 18 types of 
identifiers
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Even aggregation can be a problem when we stratify…
Gl

ob
al

Au
st

ra
lia

St
at

e
Tre

atm
en

t

Global = ~1.3 million new cases diagnosed 2018*

Australia = ~17,729 new cases diagnosed 2018**

Hospital X = 34

Surgery = 20 Surgery + Radiotherapy = 2 Surgery (with/without) Radiotherapy = 22

Combine

• High risk of re-identification

Utility of 
Data

Protection 
of Data

?

Aggregating individual 
records to describe 

group/ sub-groups in 
report on outcomes in 

prostate cancer treatment

Aggregation

* American Institute for Cancer Research https://www.wcrf.org/dietandcancer/cancer-trends/prostate-cancer-statistics
**Australian Government Cancer Australia https://prostate-cancer.canceraustralia.gov.au/statistics

Ho
sp

ita
l

https://www.wcrf.org/dietandcancer/cancer-trends/prostate-cancer-statistics
https://prostate-cancer.canceraustralia.gov.au/statistics
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Is suppression the best strategy?

St
at

e
Ho

sp
ita

l
DO

B
Da

te
Tre

atm
en

t

1 Sep 17

3 Sept 60Ag
e

32Y 4M 8DAg
e

Co
un

tr
y

Se
x Suppression

Remove all 
records of males

Why

1. Purpose of Data

Don’t Collect Data Element?

Presenter
Presentation Notes
1 Have a standard dataset
2 But you are the breast device registry
3 So you suppress the male records
4. Would it be better not to collect in the first place?
5.  Depends on your purpose for collecting data originally
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Identified De-identified

Context of 
Data

Re-identification Risk Low

High

Technology
Changes

Security 
Arrangement

s

Security 
Arrangements

Safe HavenSecure File
Transfer

Governance

P
ol

ic
y

Et
hi

cs

Ag
re

em
en

t

En
vi

ro
nm

en
t

Has re-
identification risk 

been assessed 
and appropriate 
de-identification 

process 
undertake?

En
vi

ro
nm

en
t

VsRe-identification risk is lower in a Safe Haven where 
you can control the linking to other datasets.

Re-identification Risk in Data Sharing

Presenter
Presentation Notes
When a decision is made to data share the appropriate governance must be in place this includes:
The right Data Access Policy
Having ethics
Having an Agreement
Providing the right environment
This brings up the question of whether the re-identification risk has been appropriately assessed which requires us to look at the security arrangements we have put in place to minimise the risk….a secure file transfer of records requires a different level of de-identification compared to a safe haven as the risk of linking to another data set is much higher
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De-identification Checklist
Direct Identifiers

Have these all been removed including images?

Destination
Where is the data heading?  Into the public via Reporting?  Data sharing of individual 

records via file transfer or safe haven?

Contained
What is actually contained in the data? Are there records that are rare or unusual that 

make it reasonably likely they can be re-identified?

Pseudonymisation
Do I have all the right measures in place given this may not be recognised as “de-

identified” data? 

Usefulness vs Protection 
Given the purpose of my data collection, has the right balance been struck?

HIIPA’s 18 data elements to 
remove is a good start

Think about minimum cell size 
when stratifying reports…If Data 
Sharing ensure governance in 
place & contact Helix about 
access to sharing environments

Look through data and think 
about Top/ Bottom 
Coding….individual record 
suppression….

If Data Sharing, do I need to 
pseudonymise this data or can it 
be fully de-identified?
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Some Useful Resources

https://www.oaic.gov.au/agencies-and-
organisations/guides/de-identification-
decision-making-framework

https://www.oaic.gov.au/agencies-
and-organisations/guides/de-
identification-and-the-privacy-act

https://ovic.vic.gov.au/wp-
content/uploads/2018/08/De-identification-
Background-Paper-Update.pdf

https://www.oaic.gov.au/agencies-and-organisations/guides/de-identification-decision-making-framework
https://www.oaic.gov.au/agencies-and-organisations/guides/de-identification-and-the-privacy-act
https://ovic.vic.gov.au/wp-content/uploads/2018/08/De-identification-Background-Paper-Update.pdf
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